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Risk management

What is Risk Management?

It is the combination of the probability
of an event and its consequence.
Consequences can range from

Risk Management
(taken from the
Institute of Risk
Management).

Risk is part of life.
Avoiding all risk would
result in no achievement,
no progress and no
reward.

+

to

-

Risks: Strategic,
tactical and
operational.

Risk management:
Includes an assessment of the relative priority of risks and
a rigorous approach to monitoring and controlling them.
To be effective, risk management must be proportionate
to the size and nature of the organisation

“the practice of identifying potential risks in advance, assessing them and taking
necessary steps to mitigate the risk in line with your agreed risk appetite”
© 2018 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential

5

Risk appetites?
Risk
appetite
band

Details

Averse

— Avoidance of risk and uncertainty is a key objective.
— Deviation in oversight and controls is not tolerated.
— There are mitigating controls in place in case of a
failure in the key control.

Cautious

— Understanding and accepting of risk and
uncertainty is a key objective.
— Controls are in place but only small immaterial
deviation are tolerated, with deviations discussed
and rectified.
— There are mitigating controls in place in case of a
failure in the key control.

Open

— Willing to consider all potential delivery options and
choose the one that is most likely to result in
successful delivery while also providing an
acceptable level of reward.
— Create an innovative agile operating environment
that allows new ideas to be test if supported by
impact assessment and mitigation plan.
— Controls are based on cost versus benefit.

Risk appetites
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Risk management framework

Risk strategy
and appetite
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KPMG ERM Framework
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Example risk maturity continuum – Investment versus reward?
Weak

Sustainable

Mature

Integrated

Advanced

Risk Strategy and
Appetite

Risk Governance

Risk
Culture

!

Risk Assessment
and Measurement
Risk Management
and Monitoring
Risk
Reporting and
Insights
Data and
Technology
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Risk management – Where do you register (maturity assessment)?
Weak

Sustainable

Mature

The board and executives
are increasingly confident
that risk is being
effectively managed
based on emerging risk
identification efforts,
Select risk management external benchmarking,
Risk management
and the use of risk
activities are defined;
processes and
appetite, tolerances and
some of which are
frameworks are siloed,
limits.
aligned with business
undocumented,
inconsistent, and/or lack strategy.
Risk Management
clarity.
activities are aligned with
Risk management
capabilities vary across business strategy.
Risk Management
activities are not aligned the ‘three lines of
‘Corporate’ risk
defense’.
with business strategy.
management functions
Limited and inconsistent demonstrate a level of
Risk management
consistency, but remote
use of supporting
capabilities are
operations or business
technology.
dependent on
entities are not integrated.
individuals.
Limited focus on
Use of technology is not
emerging risks and/or
Risk is not consistently
integrated.
considered as business scenario analysis.
decisions are made.
Governance prerequisites for a formal
risk management
framework are not in
place.

The business does the
minimum to meet the
expectations of internal
and external
stakeholders.

Integrated

Advanced

Risk management
capabilities and
activities are integrated
and coordinated across
corporate and remote
operations and business
entities.

Risk management
activities are fully
embedded in strategic
planning, capital
allocation, and in daily
decision making.

Risk management
objectives and value
proposition are
consistently aligned with
business strategy.
Common tools and
processes are used with
enterprise-wide risk
monitoring,
measurement and
reporting.
Proactive change
management exists
among the three lines of
defense.

An early warning
system is in place to
notify the board and
management of risks
above established
thresholds.
Risk management
serves as a source of
competitive
advantage.
Incentive
compensation formally
considers risk
management.
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Companies who got risk wrong

$185m in fines – CEO unaware of
inappropriate sales practices for 5
years

Uncontrolled gas leaks offshore in
Lancashire – £3 million fine despite
no casualties because of significant
risk workers exposed to

Recall of 3.1 million motors – $300m
charge and criminal investigation

1 worker killed and others seriously
injured after toxic vapour escaped in
plant in Grimsby – £3 million – Similar
leak following year

2 separate incidents re
machinery/unsafe guarding – £1.98m

Foodles Production – £1.6m when
Harrison Ford injured on set due to
faulty hydraulic door
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Post Covid-19 risk considerations
1. Rapid risk assessments
 Business Resilience, Financial Management, Governance &
Assurance, Technology, Operations, Supply Chain, People
 Procedural and role changes
2. Critical controls

1

 Manual v Automation

8

Rapid risk
assessments

3. IT General Controls
Brexit

 Logical and physical access
 Availability and resilience

2

 Data management
4. Cyber
 Phishing, home working, incident response etc.

Critical
controls

ESG

7

5. Returning to the workplace

COVID-19

 Scheduling, priority groups, wellbeing, effective working,
engagement, technology, policy, H&S, JRS
6. Performance & Board reporting
 Need for more, not less, assurance
 Accuracy of forecasting and performance reporting
7. ESG
 Social and Governance to the fore
 The growing importance of ESG reporting

IT General
Controls

Performance &
Board
reporting

3

6

Returning to the
workplace

Cyber

4

8. Brexit
5

 Brexit readiness plans
 Off radar risks
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Risk management – Getting the basics right
Effective communication – Right people –
Right risks – Right time

Executive sponsorship – Tone at the top

Black Swans – Executives MUST consider low likelihood
risks that could destroy organisation overnight

Strategies and policies (up to date and relevant)

Strategic AND Operational Risk Registers –
Good practice templates

Scenario planning for risks with no current solution

Independent assessment at least annually

Encouraged culture (BP) –
Publicise issues (within reason)
Facilitated risk workshops/horizon scanning –
Annual refresh (differing views
depending on position within the org)

Complete and timely RM reporting to management
teams, AC and the Board

Robust RM challenge (Do you have the right NEDs/Advisors
on the Board/AC –
Heads of Dept coming to talk through their Op registers each
meeting)

Focus on the future COVID is the new reality…….
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Integrated risk register and assurance map
Integrated assurance map
The table below is an example extract of a generic risk assurance map, which uses the ‘three lines of defence’ to categorise the different sources of
assurance over key risks. The ‘three lines of defence’ comprises:
— First line of defence – Business operations which perform the day to day risk management activity and establish the risk and control
environment;
— Second line of defence – Other functions in the Group, such as the Legal, Finance, HR, HSE, IT provide assurance and advice through activities
such as strategic management, policy and procedure setting, functional oversight; and
— Third line of defence – Internal/external audit and third parties providing independent assurance on the effectiveness of the first line and second
line processes

Sources of assurance
Risk assessment
Gross
(pre
control)

Net
(post
control)

1. Business Operations

Mgmt
reviews

Mgmt info

Self
Assess
process

2. Corporate Oversight

Divisional
Board

Board

Group
functions

3. Independent Assurance

Risk
Mgmt

Third
Parties

Partners

Regulator

Internal
Audit

External
Audit

Other

Local accounting error
Contracts
Compliance
HSE
Change programme
Brand
Succession planning
Data / IP security
Contract variation mgt
Etc
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What are the pertinent questions being asked?
… Boards and Audit Committees asking?

How much
assurance do I
need & from
whom?

How do we monitor
we are complying
with all laws and
regulations?

What are the
results of all
assurance
activities telling
us?

What are the risk
improvement
actions?

Can I get an
opinion on the
control
environment
from Internal
Audit?

How sustainable is
the risk
management
process?

What is coming
round the corner?

What is the Company’s risk
tolerance and appetite?

Does management
understand the
company’s risks?

How was the risk
information
collected?

Is the right management
information going to the right
people in a timely manner to
make the right decisions?

How do we
focus on Risk
and
Opportunity?

Is risk management linked to
strategy & business
performance

How is risk
embedded?
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Embedding a framework
ACTIVITIES

— Process Mapping
— Policies and Procedures Support
— Risk Management gap analysis

January 2021
OUTPUTS/
BENEFITS

Q1 2020

— Process maps for all key systems
— Refreshed, up-to-date Policies
and Procedures
— Risk Management Gap Analysis
and road map to maturity level
requirement

— Risk Management framework
— Risk and Control Matrix

Q2 2020

— Documented Risk management strategy
— Defined risk appetite
— Risk and Control Matrices for all key
processes

— Board governance and training
— Principal risk identification &
assurance mapping
— Staff controls awareness training

— Control Design Validation
Programme
— Internal Audit function

Q4 2020

Q3 2020
— Principal Risk Register
— Assurance mapping report
— Board Training workshop and
material
— Membership
— Independence
— Objectivity
— Understanding
— Skills
— Role and scope
— Communication
— Reporting
— Accounting
— ESG
— Staff Training workshop and
material

— Controls design
validation compliance
report for key
systems/processes
— Internal audit function
and risk based IA plan
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Fraud

How much information do you give away?

Current scams and password problems

Protecting yourself

Q&A
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How much
information do you
give away?

How much information do you give away?
Data to go



Facebook



LinkedIn



Twitter



Other social media



Instagram



Newspaper articles

How much of your life is online?
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Current scams

Current scams
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Examples
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Examples
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Examples
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Passwords
Henderson6

William123

Poppy1996

MaxRuby

65%

48%

49%
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Protecting yourself

Protecting yourself
Keep yourself and your
staff up to date

Passwords

•

Mix of characters

•

Avoid common words
particularly names

•

Length > 8 - 16 letters

•

3 key words

•

Update passwords

•

Don’t keep them with
the computer / phone

Don’t be afraid to
challenge

Don’t…

Verify sources

•

Verify the phone
number on Google

•

Click on the link

•

Pay over money
without formal
confirmation

•

Check the sender’s
email address

•

Check the link in the
email

•

Give access to your
computer

•

Contact the Customer
Services department

•

Give out any
personal
information

•

Email format

•

Call back from the
same phone
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Cyber

Technology Change Catalyst
Remote Working

86%

New Reality
Expect to keep over half of
their staff working
predominantly from home in
the future.

Of businesses have moved a
significant percentage of their
workforce to remote working.

Cyber Risks

41%
51%

43%

Ransomware

Of organisations have
reported experiencing
increased incidents due to
remote working.

The average ransom demand
increase from 2019 to Q1 2020.

The further increase in the first
6months of 2020.

Of companies said they had
a ransomware incident in the
last year.
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Ransomware in the UK
In the press examples
Conservative RoI (0.05%
ransom payment rate) for a
RaaS campaign costing $1000
on the dark web

500%

Average cost globally to
remediate a ransomware attack

£750k
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Attack changes due to COVID-19
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Protecting business
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Looking ahead to prepare for new threats
In Feb 2020 Gartner forecast that the cloud services
market would grow 17% in 2020 to total ~$270 billion.
Post COVID, this growth seems very conservative.

Organisations are accelerating their digital
transformation as they look to build functionality
and resilience for a post-COVID world. That is
likely to see an even greater uptake of cloud
services, for example. This will bring benefits but
also potential risks.
Click on the road signs to discover what actions
you can take now and in the mid-term to improve
your cyber security, as well as the challenges your
business could face in the future.

Widespread
cloud adoption

PaaS examples
Oracle Cloud Platform
Google App Engine
SaaS examples
Teams

Salesforce

Slack

Dynamics

Zoom

Hubspot

SAP Cloud Platform

IaaS examples
Amazon Web Services
(AWS)
Microsoft Azure (Azure)
Google Cloud Platform
(GCP)

Future
trends and
challenges

Platform as a
Service (PaaS)

Digital
Transformation
Programmes

Actions to
take now

Software as a
Service (SaaS)

Infrastructure as
a Service (IaaS)

Actions
for the
mid-term

8. CEO report
9. CIO Survey
10. Harvey Nash CIO Survey 2020
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Q&A

Thank you
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